
 

 

Managing Digital Continuity 

Stage 3: Asses and manage risks to 

digital continuity 

 

 

 

 

 

 

 

This guidance relates to: 

Stage 1: Plan for action 

Stage 2: Define your digital continuity requirements 

Stage 3: Assess and address risks to digital continuity 

Stage 4: Maintain digital continuity 

 

This guidance should be read before you start to manage digital continuity. The full suite of guidance is 

available on The National Archives’ website. 

 

http://www.nationalarchives.gov.uk/information-management/manage-information/policy-process/digital-continuity/
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Digital continuity is the ability to use your information in the way you need, for as long as you need. 

 

If you do not actively work to ensure digital continuity, your information can easily become unusable. Digital 

continuity can be put at risk by changes in your organisation, management processes or technology. You need 

to manage your information carefully over time and through changes to maintain the usability you need. 

 

Managing digital continuity protects the information you need to do business. This enables you to operate 

accountably, legally, effectively and efficiently. It helps you to protect your reputation, make informed 

decisions, avoid and reduce costs, and deliver better public services. If you lose information because you 

haven't managed your digital continuity properly, the consequences can be as serious as those of any other 

information loss. 

 

Introduction to Stage 3 

This guidance will help you to manage the risk of losing digital continuity by setting out appropriate 

governance and risk management structures, assigning responsibility for the management of risk to digital 

continuity, and assessing your current level of risk. 

 

We have a four-stage process to help you manage digital continuity: 

 

1. Plan for action 

2. Define your digital continuity requirements 

3. Assess and manage risks to digital continuity 

4. Maintain digital continuity 

 

In Stage 2: Define your digital continuity requirements, we helped you to define your digital continuity 

requirements by encouraging you to look at your information assets, their business value and the nature of 

the technical and information environment that supports them. 

 

Stage 3 of this process involves the following actions: 

http://www.nationalarchives.gov.uk/documents/information-management/managing-stage-2.pdf
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Figure 1: assess and manage risks to digital continuity 

 

Undertaking a comprehensive digital continuity risk assessment for your organisation will enable you to: 

 

 assess the risk you face 

 prioritise key areas of concern 

 plan and take action to mitigate your risks 

 

You should manage risks to digital continuity in line with your general information risk management 

procedures and (for government departments) the CESG Information Assurance Maturity Model (IAMM). Risks 

to digital continuity should be recognised at an organisational level, and at a more granular level in the areas 

of Information Management (IM), Information Technology (IT) management, Information Assurance (IA) and 

business change. 

 

Larger organisations may wish to take a phased approach to risk assessment, tackling priority areas first. 

 

Actions to take 

 

1. Ensure that there is a clear framework for managing risk to digital continuity within your organisation 

(though specific roles may vary between organisations): 

https://www.cesg.gov.uk/guidance/information-assurance-maturity-model-and-assessment-framework-gpg-40
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 Ensure you understand the need to manage risks to digital continuity as you would any other 

information risk 

 Ensure your organisational risk appetite is informed by a good understanding of the business 

value of your information and the consequences of losing it 

 Identify the specific responsibilities of the IM, IT and IA teams for managing risks to digital 

continuity 

 Ensure each of your information assets has an Information Asset Owner (IAO) with 

responsibility for managing risks to their information asset 

 

2. Undertake a digital continuity risk assessment for your organisation 

 

 Arrange an initial risk assessment and action planning exercise 

 Undertake an assessment of risks to digital continuity, identifying and prioritising key risks and 

any existing issues arising from the assessment 

 Profile the file formats you are using and creating to understand which are at risk of 

obsolescence and how soon. The National Archives has developed a file identification tool 

(DROID) to assist you by identifying file formats and versions. You can then use the 

information DROID provides to help you understand and manage the risks to your digital 

information. For more information see our DROID: user guide 

 Ensure outputs are reflected in information risk registers 

 

3. Mitigate risk and restore continuity 

 

 Develop an action plan to address these risks to be taken forward by your digital continuity 

project team, with timescales and resources as appropriate 

 Reduce your risk through taking action to decrease either the probability or the impact of the 

risk. For example, placing information into the public domain would reduce the operational 

impact of a loss of continuity, since the information would be recoverable from an external 

source (such as an internet archive) 

 If you have identified failures, you may need to consider restoring continuity for any specific 

issues you’ve identified. However, it may not be cost-effective (or even possible) to restore 

continuity in this situation. It’s most important to learn from what happened to help you 

mitigate the risk that it will happen again 

 

 

http://www.nationalarchives.gov.uk/droid
http://www.nationalarchives.gov.uk/documents/information-management/droid-user-guide.pdf
http://www.nationalarchives.gov.uk/webarchive/
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4. Identify opportunities for savings and efficiencies 

 

By understanding your requirements and assessing your risks, you may also identify opportunities for cost 

savings and efficiencies, including: 

 

 disposing of any information assets that you no longer need for business requirements, 

reducing storage and resource costs 

 streamlining your technical environment and increasing IT efficiency, for instance by 

downgrading technology, saving money on expensive systems or unnecessary functionality 

 moving information assets to cheaper, more efficient and effective storage 

 

Next steps 

Once you have undertaken a digital continuity risk assessment and addressed any immediate risks and issues, 

the final step is for you implement ongoing strategies to maintain digital continuity over time and through 

change. To find out how, follow Stage 4 of our guidance, Maintain digital continuity. 

 

 

 

 

 

 

 

 

http://www.nationalarchives.gov.uk/documents/information-management/managing-stage-4.pdf

