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The introduction of GDPR in May 2018 has potentially significant consequences on 
how we process personal data, specifically our customer data for marketing 
purposes. There are a few key areas of clarification I and others in the Marketing· and 
Communications team sought from Linda Stewart, the Data Protection Officer, to 
ensure all our activities are compliant. 

The notes from our discussion are captured-below and aim to act as guidance only. 
If you have any concerns or questions about GDPR and customer data, please don't 
hesitate to contact Linda Stewart, 

Areas discussed 

Single Customer View and the processing and analysis of customer data 
Market research 
Marketing communications 

1. What is. personal data? 

ICO website: "Personal data is any informàtion relating to an identifiable person who 
can be directly or indirectly identífied in particular by reference to an identifier. 

This definition provides for a wide range of personal identifiers to· constitute personal 
data, including name, identification number, location data or online identifier:, 
reflecting changes in technology and the way organisations collect information about 
people" · '· 

As such, IP addresses class as personal data as any online identifiers are 
considered personal data. IP addresses are collected. by Smartsurvéy by people 
clicking on our survey links. 

We collect 'Special categories of personal data' in some of our surveys, i.e. ethnicity. 
Current amendments to the Bill will probably deal with diversity monitoring data 
collection separately as being in the public interest. However, we can take steps to 
ensure we're collecting and storing securely. 

Outcome: 

~ When exporting Response data from Smartsurvey (this is individual 
responses in a csv file) ensure to uncheck the Display Respondent Details 
box. This will export the data a.nonymised by removing the IP address - this 



has been communicated to users of Smartsurvey. Exporting Summary data is 
anonymised anyway so no need to do anything. 

~ Linda looking into whether we need to do an audit of Smartsurvey to ensure 
they are compliant with GDPR to ensure they are storing the data securely 

~ When coll'ecting personal data in a survey, we_ should include a link to our 
privacy policy - this has been communicated to users of Smartsurvey 

~ If a third party conducts research on our behalf and administers a prize draw 
and therefore collects an email address of respondents, i.e. The Audience 
Agency, any data we received back from them should be anonymised so 
email addresses should be removed, unless otherwise stated. 

2. What are the grounds that we can use to process personal data, 
specifically thinking of the Single Customer View (SCV)? 

The Single Customer View is a culmination of several processes that brings the data 
together from the main areas of customer interaction with TNA (e.g. Events, 
Readers, Email lists etc.}to be able to better understand, analyse and report on our 
audiences. 

To be lawful under the GDPR, you need to identify a lawful basis before you can 
process personal data. We need to be clear on what grounds we are able to process 
personal data under GDPR. These are: 

Consent of the data subject 
Processing is necessary for the performance of a contract with the data subject 
or to take steps to enter into a contract 
Processing is necessary for compliance with a legal obligation 
Processing is necessary to protect the vital interests of a data subject or ano_ther 
person 
Processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in the controller. 
Necessary for the purposes of legitimate interests pursued by the 
controller or a third party, except where such interests are overridden by 
the interests, rights or freedoms of the data subject. 

Thinking specifically of the Single Customer View (SCV): 

Example: a person orders a document to download, providing their contact details, 
including email address. The personal information is processed and used for 
analysis in the SCV,which uses the email address to link all their interactions with 
TNA together. On what grounds are we able to do this? 

Outcome: · 

~ Legitimate interests are allowed to be used by public authorities when they 
are performing functions beyond their public task and we think this can be 
used to justify all of our personal data collection and processing in terms of 
our marketing activities, i.e. SCV. 



~ We are also covered by the public records act: 2 .(4) The Keeper of Public 
Records shall have power to do all such things as appear to him necessary or 
expedient for maintaining the utility of the Public Record Office and may in 
particular- (b)prepare publications concerning the activities of and facilities 
provided by the Public Record Office 

~ When challenged, you can only use one of the above grounds to justify the 
processing of your personal data so it is important to be sure which one you 
are using. 

Below is the ICO checklist for processing personal data: 

D We have reviewed the purposes of our processing activities, and selected the most 
appropriate lawful basis (or bases) for each activity. 

D We have checked that the processing is necessary for the relevant purpose, and are 
satisfied that there is no other reasonable way to achieve that purpose. 

D We have documented our decision on which lawful basis applies to help us 
demonstrate compliance. 

D We have included information about both the purposes of the processing and the 
lawful basis for the processing in our privacy notice. 

D Where we process special category data, we have also identified a condition for 
processing special category data, and have documented this. 

D Where we process criminal offence data, we have also identified a condition for 
processing this data, and have documented this. 

3. Are all our existing consents for data processing valid and compliant? 

All the work that went into building the SCV and linking it with Wired means we are in 
a veryqood position in terms of being confident that our marketing permissions are 
up to date and accurate. The permission statement has been standardised across all 
sign up points identified and thanks to the SCV and the processes in Wired, there is 
a very low risk of us contacting a 'non contactable' person. 

There are people who have been in our contactable address book for years but due 
to changing of e-marketing suppliers and how opt-in information is captured and 
recorded, this means there are people in the SCV and Wired who are contactable 
but for whom we have no record of where or when this opt-in was captured. The 
National Archives has always used opt-in boxes, therefore subscribers will have 
always actively given their consent. 



Outcome: 

~ lt is fine to continue contacting people whom we don't know where their 
permission was captured because each communication we send comes with 
an 'unsubscribe' option at the bottom of the email. Continuing to contact these 
people falls under the legitimate interests clause 

~ People don't have to actively agree for their data to be used for analysis 
purposes (the output of which is aggregated, i.e. anonymised) because it 
states in our Privacy Statement that we used their data for anonymised 
analysis: https://nationalarchives.gov.uk/legal/privacy-policy/ 

~ There is no need to inform people about changes to our privacy policy 
because they will not be significant changes. However we may choose to do 
some comms around it, i.e. news item on website, link in newsletter. 

~ When promoting sign ups to the newsletter, doing this into a Wired form is fine 
as long as there is an appropriate flag to record the sign-ups under. For 
instance, capturing sign ups at DCDC for the Research and Academic 
newsletter on an I-pad via a Wired form is fine as long as there is a DCDC 
flag marked so we know when and where they signed-up. These people will 
be added to the SCV through the weekly process of updating the SCV with 
any new contacts that have appeared in the Wired address books. 

~ Promoting our newsletter on twitter is fine, again as long as it links to a Wired 
form which is flagged, i.e. 'image library online form'. lt is not necessary to 
have a record that this person opted in via the image library online form linked 
from a twitter post. 

~ We are able to extract customer information from Eventbrite for analysis 
purposes as the following statement is included in their terms and conditions: 
"Eventbrite follows a "co-ownership model" with respect to Attendee 
Information (as defined below). This means that all Attendee Information input 
by an Attendee on event pages posted by an Organiser on the Services will 
be shared with the applicable Organiser and may a/so be used by Eventbrite 
in accordance with our Privacy Policy, including marketing or promotion of 
other events or services that may be of interest to the applicable Attendee." 

~ If we are a partner in a joint event where the hosting body uses Eventbrite (for 
example DCDC), Eventbrite can share personal data with us as the Third 
Party Organiser, as well as with the Organiser 1 

1 See Eventbrite Privacy Policy 5.5: ln some instances, an Organiser may appoint a third party, 
which may or may not be affiliated with the Organiser, to create an event or fundraising page 
on its behalf (we call these third parties "Third Party Organisers"). For example, and without 
limitation, a concert venue {the Organiser, in this case) may allow third party promoters or 
production companies (the Third Party Organisers) to create events that will be hosted at the 
Organiser's venue using its Eventbrite account. ln that case, we may provide your Personal 
Data associated with the event to both to the Organiser, and its appointed Third Party 
Organiser that created the event or fundraising page. You agree that we are not responsible 
for the actions of these Organisers, or their Third Party Organisers, with respect to your 
Personal Data. lt is important that you review the applicable policies of the Organisers, and if 
applicable and available, their appointed Third Party Organisers, of an event (and the related 



~ We can also extract details to contact people with information about an event 
they have registered for. For instance, if people have identified on the booking 
form they have mobility requirements, it is fine for us to take the email from 
Eventbrite and contact them with a TNA email address - this is a 
communication they would expect, it is not marketing and is directly relevant 
to the event onto which they have booked. 

~ You can also use the Eventbrite email tool to contact recipient lists, and 'your 
use of the Email Tools will be solely to advertise, promote and/or manage a 
bona fide event that you have listed on the Services'. 

~ You can extract the email addresses of people who have attended events and 
contact them via Wired to tell them about an event you think they will be 
interested in, as long as we have permission to contact them. 

4. What, if any, are the implications of the rules on profiling for us? 

GDPR introduces new rules on profiling where algorithms lead to decisions being 
made about an individual. People are entitled to know what algorithms are being 
used to make decisions about them, especially ones which have a legal impact. 

As we do not undertake any complex profiling activities, we will not be impacted by 
this. Here are some of our current and potential 'profiling' activities which will be 
compliant under GDPR: 

Example1: From Digital Download data, we know who has downloaded documents 
from the War Diaries record series. If a new collection of War Diaries was digitised, 
we would be able to contact those people (with marketing permissions) to tell them 
about this as this would be of interest to them. Whilst this is fine under GDPR, we 
would have to think carefully about how it fits with our opt-in statement as some 
people may not expect this, and potentially perceive it as a breach of confidentially. 

Example 2: Pull people out of the SCV with a .ac.uk email address who have been to 
an event in the past, and contact those for whom we have marketing permissions to 
let them know about our upcoming academic event programme 

Outcome: 

~ Generally any activities we may do that could be classed as 'profiling' will be 
fine under GDPR - as this kind of profiling is based on direct, observable 
information - but it is important to just be mindful of this when carrying out 

fundraising page, if applicable) before providing Personal Data or other information in 
connection with that event or related fundraising page. 

https ://www. eventbrite. com/support/articles/en_ U SIT roubles hooting/eventbrite-privacy 
pol icy?lg =en_ US 



anything like this, especially where it could be perceived by people as us 
snooping on them. 

5. Where is the line drawn between BAU and marketing? 

We only contact people for marketing purposes if they have opted in to hear from us 
and the SCV allows us to easily identify those whom we have permission to contact. 
However, the line between contacting people for BAU reasons and contacting them 
for marketing purposes can be a little blurred. When contacting people (B2B), if it 
doesn't class as marketing, we do not have to have a recorded permission to contact 
them in order to send comms. 

Here are a couple of examples to illustrate: . 

Example 1: To invite people to a stakeholder event, for instance the anniversary 
event, we wanted to invite a list of contacts for whom we don't have marketing 
permissions (some email addresses may be in the public domain but others are not 
and have been acquired over time by personal contact, networking etc.). If it's free, 
it's not really marketing, therefore we don't need a recorded permission to contact. 
You can use Wired for this as long as the address book is deleted afterwards so they 
don't end up being send other e-communications. 

Example 2: The Education team have a list of contact details of teachers and 
schools that has been compiled over the years from attendees of previous sessions. 
They are able to contact the list to inform them that booking for the new schools 
programme has opened, even if there is no record of them having actively opted in to 
hearing from us. This is marketing but if this is being sent to a generic, openly 
available email address then this is fine. lt is also fine to contact an individual 
teacher's email address because this is directly linked to a previous interaction they 
have had with us. The consent requirement for email marketing is to protect 
consumers under PECR. PECR does not apply to B2B communications. 

Example 3: We have a list of people who have contacted TNA through a Wired 
contact form on our website to find out more about Archives Inspire the World. 
(http://www.nationalarchives.gov.uk/about/our-role/plans-policies-performance-and 
projects/our-plans/archives-inspire-the-world/contact-our-team/) ln this form they 
provide their contact email address for us to get in touch with them. Even though 
they haven't ticked a box saying they'd like to hear from us, by providing us with their 
email address we would be able to send a survey about I an update on our 
International Strategy as this is not marketing and they made the original contact to 
find out more about this area. 

Outcome: 

)Öl' When considering a communication, think about whether it really is marketing 
or not. 

)Öl' We can use Wired to contact people for who we do not have permission 
recorded for specific, one-off non-marketing communications as long as the 



list of contacts is deleted afterwards. However, do consider whether it is the 
right tool - for instance, may be a bit impersonal for an invitation? 

;¡.... Where possible, offer people the opportunity to opt in to hear from us. Where 
appropriate, provide a link to sign up to a relevant newsletter along with a link 
to the privacy policy. This opens the door to contacting them for other 
purposes too i.e. survey your target audience. 

;¡.... When we send emails to a bought third party mailing list (to promote the 
image library), it is fine to say in the initial email, 'You are receiving this email 
because we think it might interest you'. There is no need to give any further 
information - though it is good practise to include a link to our Privacy Policy 
in the initial email. 

;¡.... However it is important that any third party source can be trusted with for 
example, evidence of their practices in obtaining the original data. lt would be 
best practice for the 'owner' of the communications to ensure this is the case 
by ensuring the third party supplies their data privacy statement and relevant 
details of the data collection process, consulting with Linda Stewart as 
appropriate. If it is not clear where or how the data was collected then we 
should not use this as a data source. 

6. GDPR Requirement to report breaches within 72 hours. 

This is a requirement if there is a risk to the rights and freedoms of the Data Subject. 
Email addresses are innocent in themselves, but should lists of customer emails be 
hacked, these pose a real risk of being used for phishing scams, and so would need 
to be reported. https://narnia/d isplay/KI M/Security+I ncident+Reporting+Procedures 

7. With the creation of the charitable arm, what considerations do we need 
to make for fund raising? 

Until we know the structure of the charitable arm and how it is formed, it is difficult to 
know exactly what GDPR limitations there will be. TBC 

8. Children and consent of under 13s 

Can any of our material be deemed as unsuitable for children? This is a bigger, 
organisational wide question. TBC 




