Update on implementation of  EU Data Protection Regulations GDPR
(Including points from previous DSC  minutes in italics)
Much of what follows results from the various Cross Government Groups and Events that TNA staff  have been attending (More detail is available  from the Knowledge Hub 
) , and from  Information Policy Dept’s links with DCMS.

Policy updates

On 18 July   House of Lords EU Home Affairs Sub-Committee stated that the UK will continue with GDPR post Brexit. 
‘The Government should pursue full regulatory equivalence with the EU with respect to data protection in order to ensure unhindered data flows between the UK and EU post-Brexit, offer stability and certainty for businesses and maintain police and security cooperation’

A  Data Protection Bill  announced in the Queen’s Speech, will be published in September.
 This will include the Law Enforcement Directive, but not incorporate the GDPR in its entirety.  TNA have worked closely with DCMS on the archival derogations and the incorporation of the current s 33 research and historical processing exemptions. We have seen an early, confidential, draft of the Bill. 
The Cabinet Secretary, Jeremy Heywood, has stated that non compliance with GDPR is not an option for government, and GDPR has been tabled at Wednesday Morning Colleagues. However both the GKIM and Govt DPO groups are of the view that there is a public cost to infinite compliance;( for example  expense of issuing contract change notices, possibility that contractors may raise prices to ensure their own compliance),  and therefore a public sector compliance standard is needed.
Law  Enforcement Directive 
The Law Enforcement  Directive which  partly replaces the s 29 exemption in current DPA that enables TNA to share data with police. 

The Law Enforcement Directive is in effect complementary to  s 29 and its GDPR equivalent. The Directive applies to those organisations with a Law Enforcement Remit, who may ask us for information, which  we would supply in accordance with section  29.

Fair Processing notices
‘Format of the compulsory  notice informing people of the legal reason for processing their data.  LS confident that these will be resolved ‘

.

ICO wants three layers of fair processing notice; a general layer; more detail for those who may wish to challenge the processing; and a further comprehensive and technical  layer .  This third layer  might be agreed for all govt depts. and thus  hosted by gov.uk. For the archival community the third layer could be the Archival Code of Practice. 
Role of DPO
Various  suggestions have been made. The big personal data dept. are looking at an SCS level post. The concern is how to split, what could be seen as a purely auditing function, from operational processing. There is a view that anyone who takes a decision on personal data processing, from answering a Subject Access Request to deciding to collect new information on the whole population, could not  be a DPO because they could be investigating their own decision. TNA feel this is a somewhat extreme interpretation of GDPR, and unworkable for smaller organisations. We have input to the GKIM Roles Responsibilities and Training sub group. 
Events Processing
DPO is looking to set an events sub group/network. The requirement to hold public events, and thus to research and grow our audience in compliance with GDPR, seems mainly to affect DCMS’ ALBs. It would be useful if the issues could be mapped out, and an approach for guidance  made to the ICO/DCMS/ Cabinet Office.
DPO has been working closely with Marketing and Customer Insight staff here, in particular to ensure we have recorded consent before we contact our customers.  

Breach reporting
 Under GDPR there are 72 hours to report a breach. At what point an organisation would be expected to decide it had a breach is yet to be decided. ICO wants organisations to report breach as soon as possible to enable them to triage. ICO is  looking at a 7 Day helpline.  DPO is giving out  current  Breach Reporting Procedures to  all new joiners . These procedures will be updated and reissued  once ICO’s views have been finalised. 
Crown Commercial Services Contracts  Data Protection Clauses 

Still awaiting these.  Not expected until the autumn. ICO intend to publish guidance and  pro formas to use in existing contracts. 

 Gazettes 

DPO is continuing to review the value added processing to ensure compliance with GDPR The Cabinet Office are looking at the Digital Economy Bill and GDPR to identify any discrepancies.
Archival Sector

In addition to advising DCMS, TNA has been liaising with the Archives and Records Association, and has been looking at the Code of Practice for Archivists in preparation for its eventual updating for GDPR.

TNA  GDPR Compliance
The DPO remains confident that TNA will have an acceptable level of compliance by May  2018.
Departments are reminded of the requirement to comply with Article 39 (1): 

The controller and the processor shall ensure that the data protection officer is involved, properly and in a timely manner, in all issues which relate to the protection of personal data.

There have been several instances of late where the involvement of the DPO has been something of an afterthought,  or serendipitous.  The DSC is asked for suggestions for a simple procedure(s) that would ensure early consideration of DP in all areas of the business. .

Linda Stewart, Data Protection Officer                                           4 August 2017

Appendix

List of published and forthcoming GDPR guidance 

ICO 

Published:
Privacy Notices Code of Practice 

Post consultation stage :
· Consent 

· Profiling

Under consideration:

· Risk

· Children’s personal data

· International transfers.
· Contracts?

EU Guidance (WP29 )

Published: 

· Data portability

· Data protection officers

· Identifying a controller or processor’s lead supervisory authority

Intended for 2017 :

· Administrative fines

· High risk processing and Data Protection Impact Assessments

· Certification

· Profiling

· Consent

· Transparency

· Notification of personal data breaches

· Tools for international transfers
� � HYPERLINK "https://khub.net/group/government-knowledge-and-information-management-profession/group-library/-/document_library/Sz8Ah1O1ukgg/view/33025658?_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_redirect=https%3A%2F%2Fkhub.net%2Fgroup%2Fgovernment-knowledge-and-information-management-profession%2Fgroup-library%3Fp_p_id%3Dcom_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-1%26p_p_col_count%3D1" �GKIM Library �





�  EU Home Affairs Sub-Committee report:  � HYPERLINK "https://www.parliament.uk/business/committees/committees-a-z/lords-select/eu-home-affairs-subcommittee/news-parliament-2017/data-protection-report-published/" �https://www.parliament.uk/business/committees/committees-a-z/lords-select/eu-home-affairs-subcommittee/news-parliament-2017/data-protection-report-published/� 





� Press announcement  published by DCMS 7 August


 https://www.gov.uk/government/news/government-to-strengthen-uk-data-protection-law


� Output from GKIM GDPR Law Enforcement Directive sub group.


� See Appendix for list of current and forthcoming GDPR guidance


� � HYPERLINK "https://ico.org.uk/for-organisations/data-protection-reform/guidance-what-to-expect-and-when/" �https://ico.org.uk/for-organisations/data-protection-reform/guidance-what-to-expect-and-when/�
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