New EU data protection law: briefing on key aspects for TNA Executive Team
The issue

1. Technology allows individuals to share information about their behaviour and make it globally available on an unprecedented scale through social media and internet based computing. Ways of collecting personal data have become increasingly sophisticated and less detectable allowing organisations to better target individuals and monitor their behaviour, be that for commercial advertising or surveillance. Geo-location devices make it easier to track individuals simply because they use a mobile device. This all brings risks to privacy and the loss of individuals' control over their personal information.  
2. The new European data protection law to address these issues encapsulates the EU’s twin aims, to protect individuals’ fundamental rights and harmonise an internal market. It is one of the most significant pieces of information legislation in recent decades and will dictate how governments and business manage and share much of the information they hold and how the UK government’s digital strategy evolves. As experts in managing information and in preserving then making records publically available, TNA needs to be aware of the implications of the changes to data protection and influence public policy to protect the historical record.
Overview of new law
3. The new General Data Protection Regulation (GDPR) aims to give citizens control of their personal data in a digital age. It covers personal data in paper and digital forms. It will impact TNA as:

· expert and policy lead on information management and re-use
· leader of the archive sector and as the government’s archive
· holder of personal data for corporate functions and public service provision 
4. The new law was informally agreed by member states in December 2015 but will not come into force until 25 May July 2018, two years after formal adoption. Countries outside the EU need to be able to protect EU citizens’ privacy to hold and use their data so the impact stretches beyond EU territory. 
5. Under existing law, personal data can only be gathered under strict conditions including for a specified purpose. Although the new regulation replaces existing data protection legislation, it remains based on similar principles involving proportionality with fundamental rights for individuals. There are some new obligations and some existing ones are altered. In parallel there is a new data protection Directive relating to law enforcement. The Information Commissioner’s Office remains the UK’s privacy regulator. Organisations, including archives, will need to be confident about their compliance. The sanctions for breaches of the Regulation are capable of reaching millions of pounds or 2-4% of annual turnover depending on circumstances and give ICO powers to order processing to be suspended. Organisations face significant budgetary, IT, governance and communications implications. Risk aversion may also be damaging to the archive sector with reluctance to store and transfer personal data beyond its primary purpose.
6. Much has been achieved during the Regulation’s development to accommodate archiving and archives since the first draft in 2012 but GDPR could still have a significant adverse impact. Whilst UK archivists are used to operating under the 1998 Data Protection Act (DPA), this has had limited impact since few archives held large-scale collections of digital records or person structured manual records. The new Regulation’s impact will be greater with a heavier emphasis on obtaining consent that is incompatible with archives collecting personal data. Data subject rights have been extended with rights of erasure and to be forgotten, although most of these rights have possible exemptions (derogations) for “the purpose of archiving in the public interest”. These are 54 potential exemptions that member countries can enact and a key next step is to implement those desired in the UK. 
Implications for TNA 
7. Digital government and information policy advice: Compliance for further processing will be essential for data sharing. An individual’s consent for their data to be processed must be specific and unambiguous and therefore recorded. Consent can be withdrawn by the individual, so the legal grounds for bodies to continue processing, including sharing and later archiving, will need to have been identified to avoid premature destruction of data (Information Policy)
8. Information Management: GDPR will highlight Information Management practices around the selection and retention of personal data. Just as FOI raised the profile of records management at the turn of the century so GDPR is an opportunity to emphasise the core tenants of information management, - knowing what data exists, and how it is stored, accessed and disposed of. There may be a reaction to GDPR by bodies seeking shorter retention of personal data and challenging selection practices. Teams need to be able to provide advice to central government organisations and the archives sector about the basis of continuing to transfer of personal data to archives. (Information Management, Archives Sector Development)
9. TNA’s corporate processing of personal data: TNA processing - CRM, etc. will need to be documented as compliant with published notices of processing. There is no longer a need to notify ICO about holding personal data but new breach and escalation procedures, including in contracts with suppliers, need to be established. Many levels of breaches will need notifying to ICO.
10. Sensitivity review and FOI - there will be less discretion about the availability of personal data in in open transferred records and FOI releases especially where no public figures or officials are involved. (Transfer and Access)
Implications for archives sector
11. A statutory Data Protection Officer (DPO) role for public bodies to record what and how personal data is used and what measures protect it. There will need to be liaison between archives and their DPO.
12. Greater use of privacy impact assessments especially for new technology, although these are unlikely to be mandatory for the scale of personal data processing generally carried out by archives. 

13. Archives will need to have systems escalate data breaches to their DPO and swiftly inform ICO if there is a risk of damage to the rights of individuals as well as potentially publish breaches to warn the individuals themselves .
Next steps
14. For Information Policy lead
· Work with DCMS to ensure exemptions for archiving are made and define the scope of public interest archiving purposes. 
· Work with Home Office around legal adoption of the Directive covering policing and justice processing
· Work with ICO so guidance for information managers and archivists is updated and the current sector data protection code of practice is replaced
· Preparing briefing papers and communications resources for TNA colleagues, public record bodies and archives
15. For Data Protection Officer

· Make sure the right procedures are in place to detect, report and investigate a personal data breach.

· Review how TNA seeks obtains and records consent and whether we need to make any changes. 

· Document what personal data TNA holds, where it came from and who it shares the data with
· Update privacy notices to include legal basis for processing
· Revise subject access request process to complete with a month not 40 days
16. For TNA 

· Work with European Archivists Group for cross cutting implementation  issues
· Update strategic risk register to incorporate GDPR obligations
· Ensure an adequate system of policies and procedures exists to put any breach into context and demonstrate required accountability

· Move from seeing privacy design as good practice to an express legal requirement
Mitigated issues (subject to successful derogation in UK law)

17. The following were key concerns when the regulation was first drafted but have been mitigated:

· Recognition that archiving is compatible with the original purpose to collect data 

· Does not apply to deceased individuals whose information could affect the living

· No universal obligation to destroy personal data before it can be archived 
· No need to anonymise all personal data before acquiring
· No need to correct/erase  personal data once archived subject to safeguards being enacted
· No need to provide data subjects with processing terms where data received indirectly by archives
· No need to undertake triennial reviews of processing
Areas for clarification over next two years

1. Lawfulness – all archives need to find a basis in GDPR for processing personal data. For the public sector this may be reasonable ancillary to their statutory or public duties. Archiving of a body’s own data should be lawful due to the original purpose but private archives may be limited collecting other personal data without specific consent.

2. Scope of regulation for manual records and implications for FOI - the regulation covers structured sets of personal data in a filing system where the personal data within can be accessed by name or by other criteria which would enable identifiable personal data to be found (for example an electoral roll organised by address).  It seems unlikely that this could be extended to include manual policy files where there is no means of locating personal data other than by reading the contents. A narrow scope could affect the interface with access legislation (FOI/EIR) where sensitive personal information should not be released.

3. Definition - the regulation contains a new undefined term of “archiving purposes in the public interest”.  This term allows additional exemptions compared to historical research but is a legally undefined term and could be misused by companies for their IT back-ups. Defining archiving purposes in the UK context of common law will be a complex task. Other related purposes such as scientific, historical research and statistical are also new terms compared to the current, more generic, “research purposes”.

4. Retrospective nature - unlike the DPA there is no exclusion by transitional provision. Worst case scenario could require significant reclosure depending on how “fair and lawful” processing and manual scope is interpreted.
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