
 

 

Increasing engagement with Scottish Government Information Asset Owners (IAO) 
 
As more responsibility for information risk management is being devolved to senior 
managers in public sector organisations, the Information Management and Assurance 
branch in Scottish Government decided the time was right in 2015 to take stock of our IAO 
roster. 
 
Numbering roughly 140 IAOs across a wide variety of fields – quite literally in the case of 
our Rural Payments colleagues – and with huge variations in the size and scope of their 
responsibilities, a one-size-fits-all approach was never going to work! 
 
The first step was to make sure our IAOs knew that they held the role, which comes with 
the promotion to Deputy Director.  If they don’t know they are an IAO – how can we expect 
staff members to know who their IAO is?  This point was proven when we conducted an 
internal staff poll on our intranet, asking “do you know who your IAO is?” to which 72% of 
people replied “no” or “what is an IAO?”  So we have set ourselves a target to significantly 
improve this, and will run the poll again after a year. 
 
Once we had a definitive list, the next step was to open a dialogue with them.  We did this 
in the usual way, by starting a monthly newsletter published on a SharePoint site, which 
invited feedback and comment.  We also use this site to publish information about the IAO 
role and training and of course our Scottish Government IAO Handbook. 
 
Training is a key element in helping an IAO perform their role, so with assistance from The 
National Archives Cyber Security Engagement team we commenced a program delivering 
IAO training in two hour sessions, repeated every month.  (There are spare spaces 
sometimes, so if any Scottish public sector organisations would like to send their IAOs 
along please contact us) 
 
Then we come to the personal touch.  Every new IAO receives a personal invite to a 
training session, which the majority have so far accepted. Using the data we have available 
we now also approach IAOs individually highlighting any issues with staff participation in the 
mandatory DPA training in their division. We encourage them to review and update their 
entries on the Information Asset Register, and attend an IAO training session if they haven’t 
already. 
 
Support from the top is of course critical and our SIRO Sarah Davidson has helped us in 
every way she can, even agreeing to star in a film to open the IAO training sessions. We 
also work in partnership with our Cyber Defence team, who co-present with us at the IAO 
training sessions. 
 
So how are we doing? Like painting the Forth Rail Bridge, this isn’t a job that we will one 
day decide is done, and put down our brushes.  But we are enthusiastic and motivated and 
believe we are making excellent progress in making sure our IAOs are aware of their 
responsibilities, know what they have to do, and do it! 
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