
Personnel Security Management – Security in the Civil Service 
Competencies 
 
As part of a substantial programme to enhance personnel security, the 
Government Security Secretariat has worked with colleagues in Civil Service 
Resourcing to introduce changes to the Civil Service Competencies. These 
changes highlight the importance of good security behaviours for all staff and 
make clear that building a good security culture, one that takes care of data 
and assets appropriately, is an essential part of good management skills.  It is 
an important step in joining up the security and HR effort to more actively 
manage people risk in the modern workplace, where personal responsibility 
and accountability is critical to effective and secure working.  Further changes 
are also planned, including giving greater prominence to security as part of 
the new Civil Service Learning Corporate induction package and closer 
working between HR and vetting teams on difficult cases. 
 
The new guidance is available here. 
 
The Civil Service Competency Framework is an important document for Civil 
Servants: it informs recruitment, appraisal and development decisions.  Sir 
Jeremy Heywood, the Civil Service HR board have endorsed the inclusion of 
security throughout the competence framework, recognising the importance of 
ensuring that all staff champion good security behaviours at all grades and in 
all roles.  All Civil Servants have a responsibility to maintain good security in 
respect of the information we handle: be this classified information, ministerial 
and commercial confidences or the public’s data, and we all have a 
responsibility to contribute to an appropriate security culture.  
  
Good security practices are a key behaviour that helps us perform better in a 
number of ways. So rather than there being an additional ‘security 
competence’ the approach has been to embed elements of security 
behaviours throughout the current competence framework. For example, 
“Seeing the Big Picture” now includes bearing in mind the national interest 
and taking account of wider UK security and challenges at senior levels. 
“Making Effective Decisions” now includes protecting government and public 
information appropriately; and “Managing a Quality Service” now includes  
defining and understanding the security requirements of a service properly 
and assuring both the appropriate handling of information and that safeguards 
around sensitive data exist.  
 
 
Our and CSR colleagues’ expectation is that departments will focus on these 
elements particularly for vetted and other sensitive posts and we will be 
discussing the changes with local HR and security teams in departments. For 
more information or to discuss please contact us  
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