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PART ONE: KEY FINDINGS OF THE 2010 ASSESSMENT 

1. HM Treasury (HMT) has a satisfactory record of achievement in managing its 

key information assets.  HMT meets its statutory responsibilities relating to 

Freedom of Information, Data Handling and Data Protection, and 

demonstrates some good practice in these areas. HMT relies on accurate and 

up-to-date information to enable it to make effective, evidence-based 

decisions. It has demonstrated its ability to retrieve vital information at speed 

to meet ministerial requirements and information access requests, often under 

significant organisational stress. However, as confirmed by a number of 

interviewees that we spoke to, although HMT is strong on short-term delivery, 

there is a tendency to deal with the information trail significantly after the 

event.  Information management is often seen as the preserve of more junior 

grades.  More Board-level strategic input will help to promote the concept of 

HMT as an information-led department.  

Governance and Leadership 

2. Responsibility for records and information management should continue to 

reside formally with the Chief Information Officer, supported by strategic input 

from the Board.  

3. HMT’s Folder Controllers and Knowledge Champions perform an important 

role, helping to administer the main electronic records management system 

and promoting adherence to key knowledge management guidance.  

4. HMT has developed an Information Asset Register (IAR) for its main system 

assets.  However, its Information Asset Owners (IAOs) are few in number, 

with assets being defined at the whole system level. While work is in hand to 

address this issue, it is currently difficult to gain assurance that the potential 

risks of the datasets within those systems are fully captured and managed. 

5. HMT needs to consider resource requirements for appraisal, retention and 

disposal of its electronic records to meet the planned reduction in the deadline 
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for records transfer from 30 to 20 years.  Work is under way to do this. 

Information and Records Management 

6. Staff are aware that corporate records should reside in the organisation’s 

main electronic records management system, JIGSAW.  However, few teams 

use it to manage their records actively, tending to use the system 

retrospectively.  More effective use of JIGSAW would ensure that the 

corporate record is maintained, and that information is accessible and 

available for review and deletion.  We are confident that as the system 

becomes more stable, records management staff will be able to restore 

business confidence in its day to day use.   

7. HMT has been working with The National Archives to implement its What To 

Keep initiative, but has applied What To Keep guidance to only one 

directorate’s records to date.  Ensuring that records are reviewed and deleted 

locally would mitigate the risk of records being lost or kept from central review, 

and also reduce resource costs.  

8. HMT piloted a Business Classification Scheme, which may have been helpful 

in designing and naming file structures and improving the ease of locating and 

managing records.  However, it has now opted for a more functional approach 

based around the move from directorates to groups.     

9. The recruitment of an additional records reviewer since our visit will help to 

address the issue of HMT being slightly behind schedule in assessing its 

paper files to determine whether they should be permanently preserved and 

transferred to The National Archives under the 30-year rule. 

10. HMT will also need to consider the implications of the transition to the 20-year 

rule. 
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Access to Information  

11. HMT has an efficient process for managing Freedom of Information requests 

that enable it to meet target timescales.  Similarly, it deals with data subject 

access requests under the Data Protection Act responsibly. 

12. Having considered questions of disclosability carefully, HMT has played a key 

role in responding to the Government’s Transparency initiative, publishing 

large volumes of spending data in the form of the COINS database.  

13. HMT prioritises and meets core data handling and information security 

requirements, but it could improve its identification of ownership and risk.  

14. Information sharing between HMT colleagues tends to be informal and ad-

hoc.  With an impending headcount reduction and a move from small teams to 

larger project-based groups, there is a requirement to formalise information 

sharing and succession planning.   

Compliance 

15. Guidance issued to staff via the intranet is comprehensive and the use of fact 

sheets on key subject areas good.  Allaying “myths” about the electronic 

records management system via a fact sheet helps to manage expectations. 

16. Rules around email storage are liberal, with generous storage limits set.  This 

means that there is limited incentive to comply with guidelines on migrating 

documents to the electronic records management system. 

17. While the introduction of automatic prompts for protective marking has had a 

beneficial effect, knowledge of the significance of each marking and sub-

category is limited, although this state of affairs is understandable given the 

level of staff turnover.  

18. Induction training on information management principles at the time of the 

records management system rollout was reported as adequate, although not 
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all interviewees could confirm experience of such training.   

19. To ensure consistency and accessibility of information, central guidance 

needs to be followed and core information management requirements 

mandated. This includes ensuring that HMT’s main electronic records 

management system is used more fully.   

Culture 

20. HMT has a strong record of delivery in highly pressurised circumstances.  

However, teams within HMT have tended to work autonomously and have not 

prioritised their information legacy. 

21. While HMT does have some formal mechanisms for knowledge capture, in 

the form of templates and guidance documents for handovers, desk notes, 

knowledge harvesting and lessons learnt, the existence of these tools could 

be more widely promoted to support a culture of knowledge sharing. 
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Risk Matrix 

22. The Risk Matrix result is a culmination of the pre-assessment analysis, on-site 

interviews and evidence submitted.  

Governance and Leadership 

Strategic management 

 

 

Business objectives 

 

 

Management controls 

 

 

Resourcing   

 

 

Risk management 

 

 

 

Information and Records Management 

Creation/What To Keep   

 

 

Storage   

 

 

Appraisal, disposal and transfer 
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Digital continuity 

 

 

Management   

 

 

 

Access to Information 

FOI/Data Protection 

 

 

Re-Use   

 

 

Security   

 

 

 

Compliance 

Staff responsibilities and delegations 

 

 

Policies and guidance 

 

 

Training 

 

 

Change management 
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Culture 

Commitment 

 

 

Staff understanding 

 

 

Knowledge Management/Transfer 

 

 

 

 

Key to Colour Coding 

 
Best Practice  

 
Good  

 
Satisfactory  

 
Development Needed 

 
Priority Attention Area  
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PART TWO: INTRODUCTION  

Information Management Assessments 

23. The Information Management Assessment (IMA) programme is the best 

practice model for government departments wishing to demonstrate a high 

level of commitment to managing their information. The IMA Programme is a 

key element of that function. 

http://www.nationalarchives.gov.uk/information-management/our-

services/ima.htm 

Background 

24. HMT is the UK’s economics and finance ministry, responsible for formulating 

and implementing the UK Government’s financial and economic policy. The 

department is based in offices overlooking St James’ Park and regards its 

own history as stretching back to the appointment of the first Chancellor of the 

Exchequer in 1559. As of mid-November 2010, the department employs 1,359 

staff. 

25. HMT is responsible for presenting the Budget and for leading Spending 

Reviews, which allocate resources across all government departments, 

according to the Government's priorities. The October 2010 spending review 

announced a total of £81 billion in cuts over the four years from 2011–12 to 

2014–15.  

26. HMT has committed to overall resource savings of 33% in real terms by 2014-

15. HMT will deliver savings by reducing its headcount, improving control of 

non-pay expenditure and delivering savings from HMT will also maximise the 

use of its building, providing the opportunity for increased income through 

subletting. 

27. At the time of our assessment, the department comprised the following six 

directorates: 

http://www.nationalarchives.gov.uk/information-management/our-services/ima.htm
http://www.nationalarchives.gov.uk/information-management/our-services/ima.htm
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 Permanent Secretary and Ministerial Support (PERM), who provide 
strategic direction 

 Corporate Services, who include finance, procurement, IT, facilities and 
internal audit, and lead on knowledge management 

 Public Services and Growth (PSG), who are responsible for control and 
allocation of spending through to efficiency in public services and stronger 
economic growth 

 Macroeconomic and Fiscal Policy (MFG), who maintain leading-edge 
monetary and fiscal policy frameworks and provide expert policy advice 

 International and Finance (IF), responsible among other things for ensuing a 
fair and efficient financial sector and promoting economic prosperity via 
promotion via financial stability 

 Budget Tax and Welfare (BTW), who project manage the publication of the 
Budget and promote a fair and efficient tax and welfare system that 
incentivises work, saving and investment 
 

28. The Debt Management Office (DMO) is an organisation within the HMT group, 

working autonomously within HMT-set policy parameters. 

29. Following a review of its organisational structure, from April 2012, HMT is 

moving from five directorates to eighteen groups with an increased focus on 

project working. 

Information Management at HMT  

30. Offsite paper storage and some associated records management services are 

provided by Iron Mountain. 

31. The Corporate Information and Records Management Unit (CIMRU), based in 

the Corporate Services directorate, is responsible for:  

 Creating, revising and promoting departmental information and records 
management policies and procedures  

 Providing advice on best practice  

 Conducting the statutory review of records to determine which are of 
continued corporate and historical value and should be transferred to TNA.  

 

32. The HMT Records Management policy, published on the departmental 

website, recognises the responsibility of all staff in ensuring that records are 

managed effectively.  
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33. The departmental Electronic and Document Records Management System 

(EDRMS), JIGSAW, was installed in 2005. This replaced the Panagon 

EDRMS (originally known as SAROS), which was installed in 1997.  

34. In 2009 the system underwent a significant upgrade on its operating platform 

led by the Head of Knowledge and Information Management (KIM).  However, 

problems remain around the reliability and resilience of JIGSAW.  At the time 

of our visit, it was not clear whether there was sufficient funding available to 

upgrade the EDRMS to the most current version of the software, which has 

many collaborative tools that would be of benefit to users.  However, we are 

assured that a business case for achieving this is in development. Since 2005 

it has been departmental policy to stop the creation of new paper records 

unless there is a valid legal or business reason for retaining “hard copy” 

information.   
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PART THREE: ACTIVITIES CARRIED OUT BY ASSESSMENT TEAM 
 

Methodology 

35. The Assessment took place between 7 December and 22 December 2010.  

36. Each IMA is conducted by members of the Standards department in The 

National Archives, accompanied by expert colleagues selected to meet the 

requirements identified in the pre-assessment planning.  For this Assessment, 

the team comprised: 

 Head of Standards  

 Standards and Assessment Manager 

 Standards Manager 

 Standards Adviser 

 Risk Assessment Workstream Lead, Digital Continuity Project 

 Information Management Consultant, Information Management and Practice 

Head of Reporting and Compliance, Government Security Secretariat, 

Cabinet Office 

 Director of Information Policy and Services (observer) 

 Lead Auditor, Information Commissioner’s Office (observer)  

Assistance provided by HMT 

37. The Assessment Team is grateful for the co-operation and assistance of all 

HMT staff who were interviewed, those who provided additional information 

and the facilitators of the assessment process. 
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PART FOUR: HIGHLIGHTS AND AREAS FOR IMPROVEMENT 

Governance and Leadership 

Strategic Management 

 

38. Senior leaders tend to engage with information management issues by 

exception rather than on a routine basis, opting to delegate to more junior 

grades.  This was evidenced in interviews with a range of staff members. 

39. Although the Chief Information Officer can escalate knowledge and 

information management (KIM) issues to the Board, there is no permanent 

representation at Board level.  

Recommendation 1: HMT should set a clear strategic direction for KIM at 

Board level. 

40. HMT Folder Controllers and Knowledge Champions perform a valuable role, 

helping to administer the main electronic records management system and 

promoting adherence to key knowledge management benchmarks.  However, 

while some are very diligent in performing their duties there is a lack of 

consistency in their capabilities.  Interpretation of the roles varies from 

carrying out instructions as directed to assessing and reporting on the KIM 

implications of tasks.  There is potential for further co-ordination building on 

the fact that some individuals already perform both roles and there is a certain 

amount of networking taking place between the two groups. 

Recommendation 2: HMT to explore the possibility of greater synergies 

between the Folder Controller and Knowledge Champion roles.  

 

41. HMT has developed an Information Asset Register (IAR) for its main system 

assets.  With assets defined broadly at the level of whole systems, there are 

few Information Asset Owners (IAOs). This approach was seen as a first step 

in developing a response to data handling requirements and it was one that 
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could now benefit from refinement.  IAOs are not always fully aware of their 

responsibilities, for instance in reporting issues to the Senior Information Risk 

Owner (SIRO). There is a risk attached to the idea that is currently being 

considered of lengthening the reporting intervals to the SIRO.  The IAO role is 

focused on the actual systems themselves rather than a more strategic 

overview of how information assets can support the business. 

Recommendation 3: HMT to review and refine the role of the IAOs, their 

reporting and governance structure and map how this aligns to the 

current knowledge and information management governance structure.  

42. HMT needs to ensure that IAOs understand the responsibilities of the role, are 

supported in defining requirements for the usability of their information, are 

assisted in assessing and managing the risks to their information assets and 

are equipped to provide an adequate level of assurance to the SIRO. 

Recommendation 4: HMT should offer refresher training to support 

IAOs. 

Business Objectives 

43. HMT meets the majority of its business-critical objectives from its information 

base.  However, it should see information as a strategic asset, aiming to 

become an information-led department.  Relatively autonomous teams, set up 

to deliver on short-term tasks have often carried out research afresh rather 

than looking for it within existing systems.  Teams and departments tend to 

trust the integrity of the information that they hold themselves, but are less 

confident about being able to search across and retrieve information on cross-

cutting topics.  Better-structured information would result in evidence to 

support HMT’s legal, regulatory and policy decisions being more easily 

located in-house. 

44. The conclusion of a strategic review, which entails more project groups and 

fewer standing teams in HMT, provides the opportunity to align HMT’s 
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approach to information management with its new business objectives.  

Information will need to be available to support project working and, as such, 

HMT will need to be more directive about the necessity of good record 

keeping. 

Recommendation 5: HMT to assess whether its current information 

management strategy will continue to meet business objectives 

following reorganisation.  Benchmarks to measure whether KIM is 

supporting the new objectives should be set.  

Management controls 

45. The existence of many autonomous teams working independently with little 

mandating from the centre has highlighted the need for stronger governance, 

and this requirement will still be important as HMT moves to the new project 

structures. Information management is often delegated to a junior level.  

Support and leadership on KIM matters from senior managers would improve 

compliance and thereby ensure that the corporate record remains current and 

accurate. 

46. HMT has been involved in a major IT change programme, which will see its IT 

support and data storage move off site.  While information management and 

information assurance clauses are documented in the supporting contracts to 

the IT change programme, it was not clear that performance against these 

requirements was being actively monitored. 

Recommendation 6: HMT should actively monitor performance against 

the contractual requirements of the IT change programme as they 

impact on KIM.  

Resourcing 

47. CIMRU is taking on additional functions to improve information management.  

It will also continue to carry out central oversight of files to ensure that 
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appraisal and disposal is conducted to an acceptable standard, particularly in 

the light of the amount of retrospective information appraisal that is required. 

48. Folder Controllers and Knowledge Champions are a valuable resource, acting 

as a form of first line support for CIMRU.  They promote compliance with 

administrative standards and encourage good performance against 

knowledge management targets for succession planning and knowledge 

sharing. 

49. With the rolling introduction of a 20-year rule, and considering HMT’s early 

adoption of electronic records management, the organisation will need to 

assess the resource implications of more records, both digital and paper, 

needing to be assessed at an earlier point. 

Risk Management 

50. HMT observes the principles of prioritisation, targeting its resources on the 

basis of legal and reputational risk.  In practice, this means that HMT ensures 

that information security demands, ministerial requirements and information 

access requests are comprehensively managed.  At the time of our visit, we 

were concerned that awareness of information risks was implicit rather than 

being formally logged at the corporate centre. 

51. The information management team produced a risk log in order to ensure that 

it captured the key issues.  We wanted to be assured that this log would be 

circulated more widely to encourage corporate risk assessment.  We are 

pleased to note that since the first draft of this report was produced, a new 

Departmental Operational Risk Framework and reporting process has been 

established where information risks have been identified and managed and 

key risks have been brought to the attention of the HMT Board. 

Recommendation 7: HMT should periodically review the effectiveness of 

its new Departmental Operational Risk Framework to ensure that it 

continues to capture and mitigate information risks. 
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Information and Records Management 

Creation/What To Keep 

 

52. Staff are aware in principle that each time a record is created it should be 

assessed as to its likely value and have appropriate metadata assigned to it.  

However, in practice, the default settings for loading records are used, which 

leads to a stockpiling of information in the main records system.  This makes 

subsequent appraisal a far more difficult task.  

Recommendation 8: HMT should reinforce guidance to stress the 

importance of assessing the corporate importance of records at the 

point of creation. 

53. The information management department within HMT has released a 

retention schedule for its corporate services, which follows The National 

Archives “What To Keep” guidance.  However, the default position for many 

people is to keep everything. 

Recommendation 9: HMT should build on the initial work that it has 

done to evaluate and circulate The National Archives “What to Keep” 

guidance.  HMT should also consider how to embed routine appraisal 

and disposal within working processes.  

Storage 

54. Offsite paper storage and retrieval services are provided by Iron Mountain 

through a contract dating from 2008.  

55. The departmental EDRMS, JIGSAW, was installed in 2005. This replaced the 

Panagon EDRMS (originally known as SAROS), which was installed in 1997. 

When Panagon was shut down some 2.7 million documents were migrated 

across to JIGSAW, with the most recent version of each document being 

retained.  HMT has been in dialogue with The National Archives on the 
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appraisal of its legacy digital archive. 

56. JIGSAW is arranged on an organisational rather than functional basis and has 

four top-level classes: work in progress for active documents; an archive for 

documents transferred from the work in progress area since 2005; a G-Drive 

archive for shared drives transferred to JIGSAW shortly after its 

implementation; and a Panagon archive for inactive content transferred from 

the old EDRMS.  

57. In 2009 the system underwent a significant upgrade on its operating platform. 

However, questions remain as to the reliability and resilience of JIGSAW and 

a business case for upgrading it is in development.  The version HMT is 

currently using will reportedly not be supported beyond the next couple of 

years. 

58. At the time of our assessment, HMT was undergoing a server migration that 

was expected to improve the performance of JIGSAW.  Performance issues 

had included periodic system outages, which led to records being stored in a 

variety of temporary locations.   

Recommendation 10: HMT should report the outcome of technical 

initiatives to stabilise JIGSAW, noting its planned actions for addressing 

any remaining technical or version-based issues, to the HMT Board. 

Recommendation 11: HMT should formalise guidance for the correct 

approach to records management during system outages.  

59. HMT is currently evaluating SharePoint.  This could be a collaborative tool to 

complement its existing EDRMS, but could also extend to it being a successor 

to the current EDRMS.  However, while the introduction of SharePoint offers 

great potential benefit, there was a concern at the time of our visit that it was 

being introduced without full consideration of information governance, 

architecture and system configuration.  We can now note that a project 

manager has been appointed to draft a business case setting out the options 
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for the way forward with SharePoint.  This project will look at the technical 

solution, processes and the cultural change required.  Some SharePoint team 

sites are being piloted, but with strict governance.  There has been some 

initial contact with TNA as to the merits of SharePoint. 

Recommendation 12: HMT should continue to share its SharePoint 

plans with TNA in order to demonstrate that archiving, records 

management capability and digital continuity are being fully considered. 

Private Offices 

60. Private Offices play a pivotal role in generating records of huge historical and 

operational value. Good housekeeping is essential to ensure that specialised 

requirements, such as compliance with the Radcliffe Rules, are adhered to. 

61. The risks associated with the need to deal with intense day-to-day demands 

of Private Offices are mitigated by following the model of originating policy 

departments taking responsibility for the record.  However, due to the overall 

importance of these offices, the Private Office records interest group that 

currently promotes good practice should be strengthened. 

Recommendation 13: The information management team should join the 

Private Office records interest group and periodically report its activities 

to the Chief Information Officer. 

 

Corporate File Plan 

62. Although the information management department have piloted a generic 

Business Classification Scheme to assist with archiving records, teams 

around the organisation have had a reasonably free hand in designing and 

naming their file structures.  This has created a risk that records that have 

been idiosyncratically allocated and have become more difficult to assign 

correctly for archiving purposes.  It is now proposed that a new file plan will be 

created based on the new group structure. 
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Recommendation 14: The HMT information management team should be 

closely involved in promoting the correct allocation of records which 

follow the structure of the new file plan.  

Paper files 

63. HMT is slightly behind schedule with assessing its paper files to determine 

whether they should be permanently preserved and transferred to The 

National Archives under the 30-year rule and has discussed approaches such 

as macro appraisal with TNA officials.  HMT has produced a prioritised two-

year plan to deal with these issues. 

64. There are pockets of hard copy records within HMT that have yet to be 

catalogued and this may be a concern where the records reside in Private 

Office storage facilities because of their potential historical significance.  

However, HMT has been in discussion with TNA on this issue and has 

received advice as to how to proceed. 

Recommendation 15: HMT to continue to work with The National 

Archives with a view to managing any backlogs that exist. 

 

65. The above state of affairs becomes even more pertinent in the light of the 

rolling introduction of the 20-year rule.  The National Archives is initiating a 

project to address the transition from the 30-year rule to the 20-year rule and 

HMT should liaise closely with this project.  

Recommendation 16: HMT to continue to liaise closely with the TNA 

project that will manage the transition from the 30-year to the 20-year 

rule. 

 

Emails and shared drives 

66. Guidance on how to manage emails is limited.  Interviewees were aware that 

storing large quantities of files in email systems was not good practice, but 
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this still happens unless migration or deletion is enforced by setting email 

storage limits.  There is a danger that corporate information will be lost as 

people rush through the process of exporting or deleting emails to get back 

within storage limits. 

67. Similar risks arise with shared drives in that they are not designed to support 

detailed metadata or sophisticated access settings.  

Recommendation 17: Recognising that JIGSAW is the appropriate 

location for business critical and historically significant information, 

HMT must ensure that the risks associated with over-reliance on the 

transitory resources of email and shared drives are communicated more 

widely. 

Appraisal, disposal and transfer 

68. It is widely acknowledged that corporate records should reside in the 

organisation’s main electronic records management system, JIGSAW.  The 

information management department advocates using the system as a means 

of actively managing information and as a record set that should be 

periodically reviewed for retention or deletion.  However, technical limitations 

of the system have caused users to populate the system retrospectively, often 

without fully considering the status of the individual records.  

Recommendation 18: HMT should flag the importance of reviewing the 

records in each functional area.  This would mitigate the periodic need 

to assess the records centrally and avoid cyclical expenditure. 

 

Digital continuity 

 

69. HMT needs to address some key digital continuity issues to ensure the 

sustainability of its records over time.  There is currently no digital continuity 

strategy setting out proposals for managing records in a changing 

environment.  The strategy should be developed with input from the 
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Information Management, Information Assurance, Information Technology, 

change management, procurement and contract management disciplines.  It 

should ensure that each function recognises how its activities contribute to 

managing digital continuity and reflect these in relevant HMT policies and 

guidance. 

Recommendation 19: HMT confirms that work has been assigned to 

build and implement a strategy for managing digital continuity.  HMT 

should report back on the progress of this work stream. 

 

70. HMT needs to define information assets in terms of business activities they 

support, rather than in terms of the IT systems that support them.  It should 

extend information asset registers to capture all information that is of value to 

the organisation, regardless of whether it resides in a supported system and 

make sure that the registers capture data that supports effective management 

of the information asset. 

Recommendation 20: HMT to improve the identification and 

management of information assets. 

 

71. It is important that HMT uses tools to characterise files across all systems, file 

stores and repositories, identifying information at risk from format 

obsolescence and identifying formats that are already unsupported.  It must 

plan and take action to mitigate this risk.  TNA guidance and tools (such as 

the DROID file-identification software) can be of assistance in this process. 

 

Recommendation 21: HMT should improve its understanding of the 

range of file formats held. 

 

Management 

72. CIMRU promulgates guidance on key requirements and periodically runs 
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reports on the status of records across the department.  CIMRU and the 

knowledge management lead foster good practice via Folder Controllers and 

Knowledge Champions.  However, management controls have not been 

strongly enforced.  Having developed a set of minimum information 

management requirements as part of a KIM review, these should be 

mandated from the centre and compliance with them closely monitored.  

Recommendation 22: HMT should closely monitor compliance with the 

minimum set of information requirements that is has drafted as part of a 

KIM review. 
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Access to Information 

Freedom of Information (FOI)  

73. HMT has an efficient and effective process for managing Freedom of 

Information (FOI) requests to target timescales.  It makes good use of its 

information rights unit, supported by sound legal advice.  Policy officials are 

able to retrieve key information in response to these requests. 

74. We were advised that the volume of FOI requests increased by 25% in one 

year, as between 2009 and 2010, to approximately 1,200, yet the organisation 

continued to process them efficiently working to stringent internal deadlines.  

Where the material is felt to be new and of wider interest, HMT publishes the 

results of FOI requests on its website. 

Data Protection Act (DPA) 

75. HMT deals responsibly with data subject access requests under the Data 

Protection Act.  It employs a designated Data Protection Officer who oversees 

the processing of requests and takes advice from legal and policy colleagues 

as appropriate. 

76. More general awareness of the importance of data protection could be 

reinforced with more detailed guidance notes for those business areas that 

routinely handle personal data, such as Human Resources and Finance. 

Recommendation 23: HMT to produce detailed guidance notes for those 

business areas that routinely handle personal data. 

 

Re-Use 

77. Having considered questions of disclosability carefully, HMT has played a key 

role in responding to the Government’s Transparency initiative.  Working in 

tandem with the data.gov website, it has published significant volumes of 

spending data in the form of the COINS database. 
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Data Sharing 

78. HMT manages data transfers and data exchanges in accordance with 

government guidelines.  It shares information with regulatory bodies as 

appropriate.  Much of the data it receives from third parties tends to be for 

analytical purposes rather than for data combining. 

Security 

79. HMT takes managing information securely very seriously.  Although it does 

not manage large volumes of personal transactional data like the functional 

delivery government departments, it does handle highly sensitive data relating 

to banking and wider financial matters.  The key focus of its security activity is 

on the potential loss of hard copy information by individuals and on 

investigating unauthorised disclosure. 

80. HMT’s main records system has limitations in terms of how access controls 

are set, both technically and procedurally.  Access permissions sometimes 

significantly lag behind the actual position of staff within the organisation.  

This is recognised as a risk by HMT and impacts on the ability of the 

Information Asset Owners to provide assurance to the SIRO. 

Recommendation 24: HMT should revisit access control procedures and 

ensure that access control updates are treated as a priority.  
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Compliance 

Staff responsibilities and delegations 

81. Staff are aware of their information management responsibilities in a general 

sense.  However, while they value information on a localised basis as central 

to the delivery of key team objectives, awareness of information as a wider 

corporate resource is less evident. 

82. Folder Controllers, backed by information managers, and Knowledge 

Champions, assisted by knowledge managers, are distributed around the 

organisation to support employees in following key IM and KM protocols.  

There is scope for more interaction between these two groups.   

83. The chain of command that mandates compliance with minimum standards 

currently starts with the Chief Information Officer and flows through the Chief 

Technology Officer or the Departmental Records Officer.   

Recommendation 25: HMT should maintain the existing formal 

knowledge and information management hierarchy, but should 

strategically oversee KIM activity at Board level. 

 

84. Guidance issued to staff via the intranet is comprehensive and the use of fact 

sheets on key subject areas is notable.  Trying to allay “myths” about the 

electronic records management system via a fact sheet constitutes a 

proactive approach. 

85. Rules around email storage are liberal and the recently introduced storage 

limits have been set very generously, so there is limited incentive to comply 

with guidelines on migrating documents to the electronic records management 

system. 

Policies and Guidance 

86. The HMT information management department has produced a set of policies 



 

 

26 

 

and guidance that are available to staff on the corporate intranet.  This 

includes useful fact sheets that address questions from a practical 

perspective.  While it is possible that the guidance could be updated and 

clarified in some areas, the main challenge is ensuring that the guidance that 

exists is complied with. 

Protective Marking 

87. General awareness of the importance of protective marking is good and the 

use of the marking scheme is incentivised by system prompts.  However, 

training on the specific levels of marking would be beneficial. 

Recommendation 26: While seeking advice from more experienced 

colleagues can be helpful and there may be a degree of scepticism 

about the likely take-up of such a course, we recommend that HMT runs 

short training sessions on the latest protective marking guidance and 

categories. 

The Intranet 

88. The corporate intranet is an effective means for disseminating information 

about topics of significance across HMT as a whole.  However, it does not 

function as a collaborative tool and there was evidence that making the case 

to the intranet team for uploading subject-specific documents was 

problematic. 

Recommendation 27: HMT should review its intranet policy to examine 

the intranet’s potential for disseminating knowledge that is specific to 

teams and project groups, moving beyond a repository of information 

that is purely for general corporate application.  

Training 

89. Where it has taken place, induction training on information management 

principles as a component part of a general introduction to using HMT 
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information systems was reported as fit for purpose.  However, not all 

interviewees could confirm that they had received such training.  Formal 

refresher training is a rare occurrence, although networks of Folder 

Champions meet periodically with the information management department 

and this is a good way of disseminating key learning points. 

Recommendation 28: HMT to offer workshops on information 

management principles to brief new staff members or refresh 

understanding of more established personnel.  

 

Change management 

 

90. HMT has demonstrated resilience in coping with change and has a track 

record of delivery in challenging circumstances.  Formalising the processes 

for change management, including wider use of project management 

techniques, strengthening information capture and enhancing information 

sharing protocols, will support a more systematic approach.  
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Culture 

Commitment 

91. HMT business activity centres around highly dynamic teams specifically 

assembled to deliver solutions to particular business issues.  These teams are 

often constituted from personnel who have been seconded for short periods of 

time.  HMT has historically had an annual staff turnover of over 20% and there 

has been a tendency towards team autonomy, with information legacy being a 

secondary consideration. 

 

92. Given the importance of the work that many of these teams have been 

engaged in and the speed of formation, capacity has often been augmented 

by bringing in external expertise.  External contractors have not always sought 

access to the corporate record to determine whether the relevant regulatory or 

fiscal information already exists and this has led to duplication of effort. 

Recommendation 29: HMT to raise awareness of best practice in records 

and information management and its business value for all parties, 

whether directly employed or commissioned.   

93. This should reduce instances of duplication and the costs associated with re-

commissioning research that already resides within the corporate record. 

Staff Understanding 

94. There is a broad understanding of the importance of information management 

in HMT.  However, it is perceived as a retrospective add-on and the preserve 

of more junior grades.  Implementation of recommendations in this report will 

raise its profile and reinforce its acceptance as an integral part of everyone’s 

daily responsibilities. 

Recommendation 30: HMT to ensure that senior management commit to 

its IM strategy reinforcing the business value of the corporate record 
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and cascading key messages to all staff.  

Knowledge Management/Transfer 

 

95. HMT has a positive attitude to delivery and a culture of working together 

through traditional means of information sharing.  This can be improved by 

instituting more formal mechanisms for knowledge capture.  Learning lessons 

via an actively managed rather than retrospectively compiled record set will 

present a challenge for the organisation.   

96. The knowledge management target that all employees should maintain desk 

notes to pass on to their successor is a practical example of how to support 

knowledge transfer.  Exporting the concept of lessons learned from the formal 

project management sphere to the wider organisation will also accelerate 

knowledge transfer. 

97. The development of collaborative tools via blogging and wiki options on the 

intranet should be considered alongside a careful analysis of the current 

SharePoint evaluation. 

Recommendation 31: HMT should thoroughly evaluate existing 

initiatives and institute a strategy for the more systematic development 

of knowledge-sharing tools and processes. 
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APPENDIX ONE: SUMMARY OF RECOMMENDED ACTIONS 

This is a summary of the recommended actions to: 

 Remedy the weaknesses identified; and, 

 Strengthen the commitment to the Information Management Assessment 

Programme. 

These recommendations, when agreed, will form an Action Plan that will be 

monitored. 

Business 

Area 

Ref Recommendation 

G
o

v
e

rn
a
n

c
e

 a
n
d

 L
e

a
d
e

rs
h
ip

 

1 HMT should set a clear strategic direction for KIM at Board 

level. 

2 HMT to explore the possibility of greater synergies between 

the Folder Controller and Knowledge Champion roles.  

3 HMT to review and refine the role of the IAOs, their 

reporting and governance structure and map how this 

aligns to the current knowledge and information 

management governance structure. 

4 HMT should offer refresher training to support IAOs. 

5 HMT to assess whether its current information 

management strategy will continue to meet business 

objectives following reorganisation.  Benchmarks to 

measure whether KIM is supporting the new objectives 

should be set.  

6 HMT should actively monitor performance against the 

contractual requirements of the IT change programme as 

they impact on KIM.  
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7 HMT should periodically review the effectiveness of its new 

Departmental Operational Risk Framework to ensure that it 

continues to capture and mitigate information risks. 

In
fo

rm
a

ti
o
n

 a
n

d
 R

e
c
o

rd
s
 M

a
n

a
g

e
m

e
n

t 

8 HMT should reinforce guidance to stress the importance of 

assessing the corporate importance of records at the point 

of creation. 

9 HMT should build on the initial work that it has done to 

evaluate and circulate The National Archives’ “What to 

Keep” guidance.  HMT should also consider how to embed 

routine appraisal and disposal within working processes.  

10 HMT should report the outcome of technical initiatives to 

stabilise JIGSAW, noting its planned actions for addressing 

any remaining technical or version-based issues, to the 

HMT Board. 

11 HMT should formalise guidance for the correct approach to 

records management during system outages. 

12 HMT should continue to share its SharePoint plans with 

TNA in order to demonstrate that archiving, records 

management capability and digital continuity are being fully 

considered. 

13 The information management team should join the Private 

Office records interest group and periodically report its 

activities to the Chief Information Officer. 

14 The HMT information management team should be closely 

involved in promoting the correct allocation of records 

which follow the structure of the new file plan. 

15 HMT to continue to work with The National Archives with a 

view to managing any backlogs that exist. 
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16 HMT to continue to liaise closely with the TNA project that 

will manage the transition from the 30-year to the 20-year 

rule. 

17 Recognising that JIGSAW is the appropriate location for 

business critical and historically significant information, 

HMT must ensure that the risks associated with over-

reliance on the transitory resources of email and shared 

drives are communicated more widely. 

18 HMT should flag the importance of reviewing the records in 

each functional area.  This would mitigate the periodic need 

to assess the records centrally and avoid cyclical 

expenditure. 

19 HMT confirms that work has been assigned to build and 

implement a strategy for managing digital continuity.  HMT 

should report back on the progress of this work stream. 

20 HMT to improve the identification and management of 

information assets. 

21 HMT should improve its understanding of the range of file 

formats held. 

22 HMT should closely monitor compliance with the minimum 

set of information requirements that is has drafted as part of 

a KIM review. 

A
c
c
e

s
s
 t

o
 I

n
fo

rm
a

ti
o

n
 

23 HMT to produce detailed guidance notes for those business 

areas that routinely handle personal data. 

24 HMT should revisit access control procedures and ensure 

that access control updates are treated as a priority. 
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C
o
m

p
lia

n
c
e
 

25 HMT should maintain the existing formal knowledge and 

information management hierarchy, but should strategically 

oversee KIM activity at Board level. 

26 While seeking advice from more experienced colleagues 

can be helpful and there may be a degree of scepticism 

about the likely take-up of such a course, we recommend 

that HMT runs short training sessions on the latest 

protective marking guidance and categories. 

27 HMT should review its intranet policy to examine the 

intranet’s potential for disseminating knowledge that is 

specific to teams and project groups, moving beyond a 

repository of information that is purely for general corporate 

application. 

28 HMT to offer workshops on information management 

principles to brief new staff members or refresh 

understanding of more established personnel. 

C
u
lt
u

re
 

29 HMT to raise awareness of best practice in records and 

information management and its business value for all 

parties, whether directly employed or commissioned. 

30 HMT to ensure that senior management commit to its IM 

strategy reinforcing the business value of the corporate 

record and cascading key messages to all staff. 

31 HMT should thoroughly evaluate existing initiatives and 

institute a strategy for the more systematic development of 

knowledge-sharing tools and processes. 
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APPENDIX TWO:  IMA COMMITMENT 
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APPENDIX THREE:  GLOSSARY 

CIMRU Corporate Information and Records Management Unit 

DPA Data Protection Act 

EDRMS Electronic Document and Records Management System 

FOI Freedom of Information 

HMT HM Treasury 

IAO Information Asset Owner 

IAR Information Asset Register 

IMA Information Management Assessment 

KIM Knowledge and Information Management System 

SIRO Senior Information Risk Owner 

 

 

 

 


