The Digital Continuity project
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Outline

The Digital Continuity project is delivering a service for the public sector that will enable it to use its business-critical digital information for as long as it needs to. Part of this service will include procuring a Framework of tools and services. 

The purpose of this document is to invite commercial suppliers, government and public sector stakeholders to comment on the outline requirements we have developed for this Framework. 
Digital Continuity background
Government and the wider public sector rely on digital information for ongoing business, to drive efficiencies and support accountability, and to safeguard the record of government for posterity. The Digital Continuity project, managed by The National Archives, and funded by all central government departments, was set up in 2007 to deliver a shared service that enables government to take action to ensure that essential business information remains complete, available and usable for as long as it is needed (see page 4).

This service will comprise guidance and a Framework of tools and services to support public sector organisations to identify and resolve Digital Continuity issues and to understand and manage exposure to Digital Continuity risks. 

Digital Continuity Framework
The Digital Continuity Framework will provide a comprehensive catalogue of technology tools and services. It will focus on addressing issues associated with managing Digital Continuity, including digital obsolescence, information management, re-use and potentially delivering data management efficiencies. 
It is important to note the tools and services on the Digital Continuity Framework are to meet the requirements of public sector organisations in a business context. The Framework is not to provide solutions for use within The National Archives’ digital archive.
The Framework will be made available to the wider public sector, including Central Government departments (26), local government, Executive Agencies (77), Non Departmental Public Bodies (~1000), Police Authorities, the NHS and the charitable sector. 
Categorising tools and services in the outline requirements
This document provides an outline of the requirements for tools and services that public sector organisations may need to manage their digital continuity.  The outline requirements for this Framework are presented as notional ‘lots’ according to the role they play in addressing Digital Continuity issues, and our understanding of technology segmentation within the market place. Some tools or services may, therefore, address the requirements of more than one lot. If you have tools or services that do not appear to fit into any particular ‘lot’ but that you think could address aspects of digital continuity, let us know on the feedback form.

Consultation
The purpose of this consultation is to ask for industry and stakeholder feedback on the definition and segmentation of the requirements, and on the availability of tools and services to meet them. 
Your feedback is important. It will support the development of the requirements and assure the commercially viability of the proposed Framework procurement. We are requesting feedback in the following two areas:
· Requirements definition 
Are the requirements clearly defined and structured?
· Tools and services 
What tools and services can you supply that could meet these requirements?
Please give any general feedback on the scope of requirements in the dedicated section at the end of this document. 
All responses provided to this consultation will be used by The National Archives and Buying Solutions.
Deadlines
Once you have completed your response please return your document by the 14th of September to: DCSprocurement@nationalarchives.gsi.gov.uk
If you wish to support your feedback with general information about your products and services, this can be communicated to us using the supplier form on our website:
http://www.nationalarchives.gov.uk/documents/digital-continuity-project-supplier-form.doc
What we mean by ‘Digital Continuity’
Digital Continuity is when digital information remains complete, available and useable for as long as it is needed for business purposes. This means ensuring that digital information has the necessary context, can be located and opened with available technology and therefore can be understood and used as intended by the business. 
Maintaining Digital Continuity depends on the alignment of an organisation’s information assets and the technical environment that supports them in order for the organisation to use its information as it needs to.
The diagram below shows this alignment between information assets, environment and utility providing continuity:

· Assets could be entire file stores, or databases, or it could refer to individual files.

· Environment refers to any technology required to mediate access to the assets – everything from hardware to operating systems, networks, platforms and applications. 

· Utility refers to any uses a business wants to make of its information assets. This can be defined at a technical level, for example the access that particular technologies support, and at a higher business level, for example, the need to use information as evidence, requiring provenance and audit trails.
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Figure 1 - Aligning assets, environment and utility

Over time the technology environment, the way the information assets are managed, and the business needs are likely to change - and it’s during times of change that digital information is most vulnerable. Active intervention is required to keep digital information and its supporting technological environment aligned to meet business needs.
For further information on the Digital Continuity Project please visit our website: www.nationalarchives.gov.uk/digitalcontinuity
1 Tool Framework structure

At the present time we have defined four high-level use-cases to support Digital Continuity planning and risk mitigation:

· Understand Assets
· Understand Environment
· Change Assets
· Change Environment
Each of these high level use-cases is currently split into sub-lots.  These sub-lots are not organised by technology market sector, but by the continuity functionality they provide.  The eventual structure of the lots may or may not reflect this approach and your feedback will be a key driver in this respect. 
We understand that any given product may fulfil functions across several sub-lots, and we are particularly interested in those cases.  We may create specific sub-lots for multi-function technology if there is sufficient commonality between them.  Please also let us know if you have technology which may be of use to organisations in managing Digital Continuity, but which does not appear to fit into an existing sub-lot.
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1.1 Understand Assets

Understanding the nature of information assets is vital to assess the impact of change in the technological environment and usage requirements, and to change assets to align with them.  It is also necessary to be able to assess the value of the assets to determine what type of support they will require across their lifecycle.

We have defined the following technology tool sub-lots to enable an organisation to understand their information assets:

· File Characterisation
· Database Characterisation
· Metadata Extraction
· Information Modelling
· Content Analysis
· Asset Usage Analysis
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1.1.1 File Characterisation
Technology used to characterise files should allow the organisation to discover technical metadata about the files in order to identify files at risk of technical or economic obsolescence.

This information may include, but is not limited to, the precise format, version, encoding, location, hash signature, information about embedded objects and access dates.  The facility to scan large file systems or other file repositories and to record the characterisation metadata for further analysis is a useful additional capability.
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1.1.2 Database Characterisation

Technology used to characterise databases should allow the organisation to understand and document the database schema, data types and relationships in a database or between databases, to facilitate their ongoing development or future migration.  The facility to analyse data values in a database for data quality management is a useful additional capability.
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1.1.3 Metadata Extraction

Technology used to extract metadata should allow the organisation to extract metadata embedded inside files, databases or other systems to facilitate information management and to mitigate migration risks.

Embedded metadata may include, but is not limited to, provenance metadata (e.g. Dublin Core), geographic information (e.g. geo-tagging) and embedded links to other assets (e.g. URLs or file paths).  The facility to scan large systems and to record the extracted metadata for further analysis is a useful additional capability.
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1.1.4 Information Modelling

Technology used to model information should allow the organisation to define and document schemas and information architectures in use within the organisation or to facilitate interoperability across organisations.  These may include, but are not limited to, tools for logical data modelling, ontology and taxonomy creation tools.
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1.1.5 Content Analysis

Technology used to analyse information asset content should allow the organisation to understand the nature of the content of an information asset and related assets, in order to determine which assets are of ongoing business value.  Tools in this space may include, but are not limited to, text analytics, data-loss prevention and e-discovery tools.
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1.1.6 Asset Usage Analysis

Technology used to analyse asset usage should allow the organisation to understand the usage patterns of information assets.  Understanding the use of assets can help in determining value and in identifying suitable continuity strategies for the asset.  Information analysed includes, but is not limited to, access dates and times, the types of access to the asset, who accessed the asset, and for what purpose.
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1.2 Understand Environment

Access to information assets is mediated by their supporting technological environment.  It is essential to understand the underlying environment in order to assess the impact of change on information assets, and of changes to the assets on the utility of the environment.

This understanding also facilitates efforts to mitigate the risks of unnecessary technological diversity and complexity, and to drive down costs, through standardising usage and by not continuing to license unused technology.  It also indicates to the organisation where there may have been non-standard functionality or data formats in use which may pose a continuity risk.

We have defined the following technology tool sub-lots to enable an organisation to understand their technological environment:

· Technology Inventory
· License Management
· Software Usage Analysis
· Configuration Management
 SHAPE  \* MERGEFORMAT 




1.2.1 Technology Inventory

Technology to inventory technology should enable the organisation to understand what technology is actually deployed.  

Technology inventoried may include, but is not limited to, hardware, operating systems, desktop applications, server applications, databases and application platforms.  Determining the specific versions deployed is a useful additional capability.
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1.2.2 License Management

Technology to manage licenses should enable the organisation to understand the cost of licensing technology deployed across the organisation and to avoid the legal risk of using technology against the terms of its license.   
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1.2.3 Software Usage Analysis

Technology to analyse software usage should enable the organisation to determine what technology is actually in use (as opposed to simply being deployed), how frequently it is used, and by which users, divisions or departments.
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1.2.4 Configuration Management 

Technology to manage configuration should enable the organisation to understand the technologies deployed across the organisation and the technical dependencies between them.  This allows the organisation to understand the impact of changes to the technological environment on other technologies.
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1.3 Change Assets

It is necessary to change some digital assets to keep them aligned with changing technologies, to support new business usage requirements, and to manage them across their lifecycle.  

Changes may involve migrating assets to new formats to keep them aligned with technology, moving them into new systems, repurposing the assets to enable re-use in new situations, enhancing the quality of the data in the information assets, and archiving the assets as they become semi-active or inactive. 

We have defined several tool types which may assist an organisation in managing the continuity of their digital assets through active intervention:

· File Format Conversion
· Content Transformation
· Database Migration
· Asset Deduplication
· Data Quality Enhancement
· Asset Archiving
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1.3.1 File Format Conversion
Technology to convert file formats can serve multiple purposes, depending on why the asset is being converted.  It is not always necessary to preserve the exact information or functionality supported by an asset.

	Information
	Functionality
	Example
	Comments

	Equivalent
	Equivalent
	.doc to

.docx
	The information and functionality is the same.

Supports ongoing business use.

	Equivalent
	Reduced
	.doc to

.pdf
	All the information is preserved.

Functionality is lost (e.g. edit/search)

May be used to archive complex information.

	Reduced
	Equivalent
	.bmp to

.jpg
	Information is lost (e.g. due to compression). Functionality is the same.

May reduce storage costs for information.

	Reduced
	Reduced
	.doc to

.txt
	Information is lost (e.g. formatting).

Functionality is lost (e.g. track changes).

Easier to preserve the lower complexity.


In addition to converting formats, it is desirable if products support the conversion process itself, allowing batch targeting of particular files or file types, large file stores, and facilitating any quality assurance processes.  It is also desirable if conversion tools can be controlled by other processes (e.g. scripting or programmatically), or support plugging-in third-party conversion tools.
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1.3.2 Content Transformation

Technology to transform content allows existing information to be repurposed for delivery and re-use in other systems.  Transformation may maintain full information fidelity or can involve lossy transformations, for example, producing a thumbnail of an image.  Content includes, but is not limited to, images, video, audio, documents, and structured text.

In addition to transforming content, it is desirable if products support the transformation process itself, allowing batch targeting of particular files or file types, large file stores, and facilitating any quality assurance processes.  It is also desirable if transformation tools can be controlled by other processes (e.g. scripting or programmatically), or support plugging-in third-party transformation tools.
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1.3.3 Database Migration

Technology to migrate databases should allow the organisation to map schemas and move information from one database to another (functional equivalence), or to export the information in a database from a live system into a file which may be suitable for long term archiving (functional reduction).  It may also support the mapping of values from one information architecture to another (information equivalence or reduction).
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1.3.4 Asset Deduplication

Technology to deduplicate assets should allow the organisation to locate duplicate or similar assets and facilitate the process of disposing of unnecessary versions or copies.  This is distinct from storage deduplication, which does not remove duplicate assets from the user perspective, but only reduces the space of storing them.  Technologies in this space may include, but are not limited to, e-discovery and forensic tools.

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



1.3.5 Data Quality Enhancement

Technology to enhance data quality should allow the organisation to maximise its investment in information assets, and enable their continuing use and re-use.  Data quality enhancement technology includes, but is not limited to, database schema and data value analysis, data cleansing and master data management.
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1.3.6 Asset Archiving

Technology to archive assets should allow an organisation to identify and move assets which are no longer of direct business utility, or which are expensive to maintain in live business systems, into dedicated archival systems.

Assets may be held in, but are not limited to, web sites, intranets, wikis, email systems, file systems and databases.  Archival systems may allow the application of retention and disposal schedules, and facilitate discovery and preservation of the archived assets.
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1.4 Change Environment

The technological environment of digital assets changes rapidly, and those changes will be driven by individual business need and changes in the wider technological landscape.  However, there are also specific technologies that can generally help to preserve access to digital assets and drive down the costs of maintaining access to them.

We have identified three types of technology that can be deployed to manage Digital Continuity:

· Data Management Technologies
· Hardware Virtualisation
· Viewer Software
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1.4.1 Data Management Technologies

We are interested to understand more about current technologies that will enable an organisation to reduce data volumes. The benefits we are seeking in reducing data volumes include:

1) A reduction in overall volumes will lead to easier identification and management of digital continuity issues.

2) A reduction in overall volumes will lead to more efficient use of physical storage resulting in potential technology cost savings (e.g. fewer physical devices) and potentially reduced running cost (less electricity) which in turn can contribute to an organisations Green targets.

For this lot we are interested to hear about technologies which can deliver one or more of the above outcomes.
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1.4.2 Hardware Virtualisation
Technology to virtualise hardware enables an organisation to maintain older operating systems and application platforms, either as live systems or in file-storage, where access to the information and functionality provided by them is still required for a time, but the cost of migrating them to modern technology or maintaining old hardware is prohibitive.  We are interested to learn more about virtualisation technology that satisfies this requirement.
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1.4.3 Viewer Software

Viewer technology allows an organisation to maintain limited access to files which no longer require full edit or other kinds of access (reduce functionality), or to expand access to less capable platforms (e.g. mobile).  This enables the organisation to provide access, on as many platforms as possible, without having to migrate the files or continue to purchase expensive licenses for software whose full functionality is no longer required.
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1.5 Licensing

If you are a software supplier, please outline your current licensing model(s). Please also indicate any potential for flexibility e.g. leasing, subscription or how your licence terms could satisfy short term needs.
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2 Services Framework Structure

Within this Framework, we are looking for suppliers of services to help clients follow Digital Continuity Best Practice Guidance.  Services include both consultancy and implementation of recommendations, perhaps using tools procured elsewhere in this Framework.

The services are divided into five lots according to their use in Digital Continuity.  These are:
· Information Management Services
· Software Licence Management Services
· Efficiency Improvement/Technical Environment Change Services
· Format Conversion/Content Transformation Services
· File/Data Recovery Services
Even if some of these services are available on other frameworks, an important distinguishing factor is that the contract will oblige the supplier to deliver in accordance with Digital Continuity Best Practice Guidance.
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2.1 Information Management Services
This lot is to help clients understand and manage their information assets.

Services may include consultancy in project management and business case justification; analysis of information access and sharing requirements; consultancy and delivery in performing a Digital Continuity risk assessment; consultancy in and management of information lifecycle processes; assessing the content and business value of information held; creating metadata schema.

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



2.2 Software Licence Management Services

This Lot is to help clients ensure they have the right applications to make appropriate use of their information assets.  

Services may include consultancy; analysis of application usage; management of software licences.
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2.3 Efficiency Improvement/Technical Environment Change Services

Services provided through this Lot should help clients understand and/or improve their technical environments through which information assets are held and accessed.  This lot is divided into the following six specialisms:

· Consultancy
· Virtualised hardware environment services
· File archiving services
· Email archiving services
· Data management services
· Database migration services
 It is recognised that different suppliers may supply a different combination of services in this space.  Furthermore, it also allows clients to solicit vendor-independent advice.
 SHAPE  \* MERGEFORMAT 



2.3.1 Consultancy
This includes consultancy of the client's use of file and data storage capabilities; producing recommendations over efficiency savings and Digital Continuity risk mitigations, which may include use of technologies such as virtualisation, archiving and storage-level deduplication.
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2.3.2 Virtualised hardware environment services

This is to deliver a virtualised hardware environment in which legacy applications may continue to be used within a client's existing infrastructure.
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2.3.3 File archiving services
This is to include integrating an archive within a client's existing infrastructure; planning and performing file migration into the archive including file level deduplication.
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2.3.4 Email archiving services
This is to include integrating an email archive within a client's existing infrastructure; planning and performing email migration into the archive including file level deduplication.

 SHAPE  \* MERGEFORMAT 



 SHAPE  \* MERGEFORMAT 



2.3.5 Data management services

We are interested to understand more about services to implement technologies into a client's infrastructure that will enable an organisation to reduce data volumes. The benefits we are seeking in reducing data volumes include:

1) A reduction in overall volumes will lead to easier identification and management of digital continuity issues.

2) A reduction in overall volumes will lead to more efficient use of physical storage resulting in potential technology cost savings (e.g. fewer physical devices) and potentially reduced running cost (less electricity) which in turn can contribute to an organisations Green targets.

For this lot we are interested to hear about services which can deliver one or more of the above outcomes.
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2.3.6 Database migration services

This lot covers database migration services including planning and delivery as well as data cleansing and transformation.
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2.4 Format Conversion/Content Transformation Services

This lot offers services to change file format or content to suit business need or mitigate obsolescence.  The types of files in scope may include word processor documents, images, video, presentations, email archive files, CAD files, compressed files, XML or other tagged files, comma or tab delimited files, among others. However it not expected for a single supplier to encompass all of these file formats. The service provided may include consultancy and delivery.  Conversion may be of file format, character set, or compression algorithm.  

Services to migrate files or email across file stores without conversion should be provided through Lot 2.3.
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2.5 File/Data Recovery Services

This Lot offers services in consultancy; data forensics and recovery, including restoring data on damaged media; restoring a corrupted file; recovering data from obsolete and unreadable file format.
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3 General Comments
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